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THE CLAIMS 

The following listing of claims supersedes all prior listings, and versions, of claims in this 
application. 

1 . (Previously Presented) A communication network, comprising: 

(A) local communication links, 

(B) a plurality of separately located central office switching systems interconnected 
via trunk circuits for selectively providing switched call connections between at least two of the 
local communication links, 

(C) a signaling communication system including at least one signaling network 
element, said signaling communication system configured to provide two-way communications 
of control data messages between and among said central office switching systems and said 
signaling network element, said signaling communication system interconnecting the central 
office switching systems and said signaling network element; 

(D) a signaling gateway, separate from the central office switching systems and 
connected to said signaling communications system, said signaling gateway including an 
interface connected to a remote communications network and configured to exchange said 
control data messages between said remote communication network and said signaling 
communication system, and 

(E) a signaling system security monitor, separate from the central office switching 
systems, said signaling system security monitor configured to maintain records of contexts of 
existing calls and transactions, and evaluate whether control data messages are appropriate to 
those contexts. 

2. (Original) The communications network according to claim 1 wherein said signaling system 
security monitor is configured to evaluate said control data messages to determine an effect of 
said control messages if acted upon by one of (i) said central office switching systems and (ii) 
said network element and, in response, determine if said control data messages are proper. 
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3. (Original) The communications netwoik according to claim 1 wherein said signaling system 
security monitor is further configured to correlate messages associated with a call or transaction 
to ensure that a proper relationship exists between parameter values in the correlated messages. 

4. (Original) The communications network according to claim 1 wherein said control data 
messages comprise ISUP messages. 

5 . (Previously Presented) The communications network according to claim 4 wherein said 
signaling system security monitor is configured to selectively communicate said ISUP messages 
between said signaling gateway and one of said central office switching systems in response to a 
determination that said ISUP messages are proper. 

6. (Original) The communications network according to claim 1 wherein said signaling 
network element comprises a service control point (SCP) wherein said signaling system security 
monitor is configured to evaluate said control data messages sent to and received from said SCP, 
and correlate said messages to determine that said messages are proper and to ensure that a 
proper relationship exists between said messages and between parameter values of said 
messages. 

7. (Original) The communications network according to claim 1 wherein said control data 
messages comprise TCAP messages. 

8. (Cancelled) 

9. (Cancelled) 

10. (Cancelled) 
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11. (Previously Presented) A communications network comprising: 

(A) local communication links, 

(B) a plurality of separately located central office switching systems interconnected 
via trunk circuits for selectively providing switched call connections between at least two of the 
local communication links in response to predetermined control data messages, 

(C) a signaling communication system for two-way communications of said control 
data messages between said central office switching systems, said signaling communication 
system interconnecting the central office switching systems; 

(D) a signaling gateway, separate from the central office switching systems and 
. connected to said signaling communications system, said signaling gateway including an 

interface connected to a remote communications network and configured to exchange said 
control data messages between said remote communication network and said signaling 
communication system, and 

(E) a signaling system security monitor, separate from the central office switching 
systems, said signaling system security monitor configured to determine if said control data 
messages are proper and correlate messages associated with a call or transaction to ensure that a 
proper relationship exists between parameter values in the correlated messages. 



12. (Currently Amended) The aommurdcationo network according to clai« a-°-A 
communication network, comprising 

(A~> local communication links. 

(m a plurality of separately located central o ffice switching systems interconnected 
via trunk circuits for selectively twovidine switched call c o nnections between at least two of tfr 
local communication links in response to predetermined control data messages 

(tt a signaling communication system for two-way communication* of said control 
data messages between said central office switching systems, said signalinR communication, 
system interconnecting the central o ffice switching systems; 

4 
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f n> » ^ pn a li« g gatewa y , ^ ^ ttB office sw ^ n ? «Y»tems and 

connected to said signaling com m unications system, said signaling ff"teway including an 
interface connects to a remote c ommunications network and confiftliml to exchange said 
control data messages between said remote c ommu n ication n etwork and said signaling 
communication system, and 

fRI a signaling system security monitor, s eparate from the central office switching 
systems and includin g a memory storing a state of w e com mun ication system, said signaling 
s ystem security monitor configured to determ in e if said co ntrol data messages are proper, 
wherein said control data messages comprise ISUP messages. 

13. (Original) The communications network according to claim 12 wherein said signaling 
system security monitor is configured to selectively communicate said ISUP messages between 
said signaling gateway and one of said central office switching systems in response to a 
detennination that said ISUP messages are proper. 

14. (Currently Amended) Tho communications network according to claim 0 furth e f 

■^iwprininp A ^wnrminicari o n networ k - comprising: 
(At local communication links. 

fB> a plurality of separately located centr a l office switching systems interconnected 
via trunk circuits for selectively providing switche d call connections between at least two of the 
local communication links in response to predeterm ined control data messages, 

(Ci a signaling communication system fo r two-wav communications of said control 
data messages between said central office s witching systems, said signaling communicatip n 
system interconnecting the central office sw itching systems; 

(TV) a signaling gateway, separate from the central off ice switching systems and 
connected to **M signalin g communicat i ons system, sa id si gnaling gateway including an, 
interface connected to a remote communications n etwork and configured to exchange said 
control data messages between said rem ote communication network and said signaling 
communication system. 
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(F) a ripnrfing system s^iritv monitor. « »p*™te fam the central office switching 
cyg t^ «nd includ ^ * memory stor ^ « i»te of the communication system, said signaling 
■ yrt^m security mn™*™- mnfiawd ^ermine if said control data messages are proper, and 

(F) a service control point (SCP) wherein said signaling system security monitor is 
configured to evaluate said control data messages sent to and received from said SCP, and 
correlate said messages to determine that said messages are proper and to ensure that a proper 
relationship exists between said messages and between parameter values of said messages. 



15. (Currently Amended) Tho communicationo network according to claim 9 A 
communication network, comprising: 

(At local , fro" 11 * 11 ™ cation links, 

<m a plurality of separately located central office switching systems interconnected 
via trunk circuits for selectively providing switched ca ll connections between at least two of the 
local communication links in response to prede termined control data messages, 

(CI a signaling communication system for two-wav co mmunications of said control 
data messages between said central office switching s ystems, said signaling conununication 
system interconnecting the centra l office switching systems: 

fry) A palin g gateway, separate from th e central office switching systems and 
connected to said signaling communications sys tem, said signaling gateway including an 
interface connected to a remote communications network and configured to exchange said 
control data messages between said remote commun ication network and said signaling 
communication system, and 

CE) a sienali np; system security monitor, separat e from the central office switching 
systems and includin g a memory storing a state of th e communication system, said signaling 
system security monitor configured to determine if s a id control data messages are proper, 
wherein said control data messages comprise TCAP messages. 



6 
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16. (Original) The communications network according to claim 15 further comprising a service 
control point (SCP) wherein said signaling system security monitor is configured to selectively 
communicate said TCAP messages between said signaling gateway and SCP in response to a 
determination that said TCAP messages are proper. 

17. (Currently Amended) Tho oommunioations n e twork uu uu rding to claim 9 A communication 
network, comprising: 

( A) local communication links, 

(B) a plurality of separately located central office switching systems interconnected 
via trunk circuits for selectively providing switched call connect ions between at least two of the 
local communication links in response to predetermined c ontrol data messages, 

(Ci a signaling communication system for two-wav communications of said control 
data messages between said central office switching systems, sa id signaling communication 
system interconnecting the central office sw itching systems; 

_(D) a signal ing gateway, separate from the central office switching systems and 
connected to said signaling communications system, said signaling gateway including an 
interface connected to a remote communications network and configu red to exchange said 
control data messages between said remote communication network and said signaling 
communication system, and 

( E) a signaling system security monitor, separate from the central office switching 
systems and including a memory storing a state of the commu nication system, said signaling 
system security monitor configured to determine if said c ontrol data messages are proper, 
wherein said state of said communications network includes records of the contexts of existing 
calls and transactions, and said signaling system security monitor is configured to evaluate 
whether monitored messages are appropriate to those contexts. 



1 8. (Previously Presented) A communications network comprising: 

7 
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(A) local communication links, 

(B) a plurality of separately located central office switching systems interconnected 
via trunk circuits for selectively providing switched call connections between at least two of the 
local communication links in response to predetermined control data messages, 

(C) a signaling communication system for two-way communications of said control 
data messages between said central office switching systems, said signaling communication 
system interconnecting the central office switching systems; 

(D) a signaling gateway, separate from the central office switching systems and 
connected to said signaling communications system, said signaling gateway including an 
interface connected to a remote communications network and configured to exchange said 
control data messages between said remote communication network and said signaling 
communication system, and 

(E) a signaling system security monitor, separate from the central office switching 
systems, said signaling system security monitor configured to determine if said control data 
messages are proper and selectively enable and inhibit said signaling gateway from exchanging 
said control data messages between said remote communication network and said signaling 
communication system. 



19. (Currently Amended) The communications network according to olaim 9 A 
communication network, comprising; 

( A) local communication links, 

(B) a plurality of separately located central office switching systems interconnected 
via trunk circuits for selectively providing switched c all connections between at least two of the 
local communication links in response to prede termined control data messages, 

<Cl a signaling communication system for two-wav communications of said control 
data messages between said central office switchin g systems, said signaling communication 
system interconnecting the central office switching systems; 



8 
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f r>> , dealing gate way, separate from th ? central offic* switching systerns and 
^nnected to sa^H signaling com munications svst*m said signaling ratewav including an 
frterface connpntod tn a remo t e r/murmnications network and configured to exchange said 
control data messages between said remote c ommunication network and said signaling 
communication system, and 

( F ) a signaling system security monitor, separ a te from the central office switching 
systems and including a mem o ry storing a state of the communication system, said signaling 
system security monitor configured to dete r mine if said control data messages are proper, 
wherein said signaling communication system includes a service control point (SCP), said state 
of said communications network includes states of said central office switching systems and said 
SCP, and said signaling system security monitor is responsive to said states for detennining if 
said control messages are proper. 



20. (Previously Presented) A communications network comprising: 

(A) local communication links, 

(B) a plurality of separately located central office switching systems interconnected 
via trunk circuits for selectively providing switched call connections between at least two of the 
local conTmunication links in response to predetermined control data messages, 

(C) a signaling communication system for two-way communications of said control 
data messages between said central office switehing systems, said signaling communication 
system interconnecting the central office switehing systems; 

(D) a signaling gateway, separate from the central office switching systems and 
connected to said signaling communications system, said signaling gateway including an 
interface connected to a remote communications network and configured to exchange said 
control data messages between said remote coinmunication network and said signaling 
communication system, and 

(E) a signaling system security monitor, separate from the central office switching 
systems, said signaling system security monitor configured to determine if said control data 



9 
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messages are proper and selectively modify said control messages in response to a determination 
of the propriety of said control messages. 

21. (Cancelled) 

22. (Previously Presented) A communications network comprising: 

(A) local communication links, 

(B) a plurality of separately located central office switching systems interconnected 
via trunk circuits for selectively providing switched call connections between at least two of the 
local communication links in response to predetermined control data messages, 

(C) a signaling communication system for two-way communications of said control 
data messages between said central office switching systems, said signaling communication 
system interconnecting the central office switching systems; 

(D) a signaling gateway, separate from the central office switching systems and 
connected to said signaling communications system, said signaling gateway including an 
interface connected to a remote communications network and configured to exchange said 
control data messages between said remote communication network and said signaling 
communication system, and 

(E) a signaling system security monitor, separate from the central office switching 
systems, said signaling system security monitor configured to determine if said control data 
messages are proper, 

wherein said signaling gateway includes a signaling protocol converter, and said 
signaling protocol converter is configured to convert SS7 type messages to another packet data 
format. 

23. (Previously Presented) The communications network according to claim 22 wherein the 
another packet data fonnat is an Internet Protocol (IP) format, 

10 
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24. (Previously Presented) The communications network according to claim 22 wherein said 
signaling system security monitor is configured to monitoT information contained in an MTP 
Layer 3 portion of said control data messages. 



25. (Original) The communications network according to claim 24 wherein said information 
contained in said MTP Layer 3 portion of said control data messages includes (i) a destination 
point code, (ii) an originating point code, and (iii) a service indicator. 



26. (Currently Amended) Tho communioationo network according to claim 9 A 
communication network, comprising: 

(A) local communication links, 

fBl a plurality of separately located central office sw itching systems interconnected 
via trunk circuits for selectively providing switched call connections b etween at least two of thj 
local comm unication links in response to predetermine d control data messages, 

(O a signaling communication system for two-way com munications of said control 
data messages between said central office switching systems, s aid signaling communication 
system interconnecting the central office sw itching systems; 

(U) a signaling gateway, separate from the central office sw itching systems and 
connected to said signaling communications system, said si gnaling gateway including an 
interface connected to a remote mnrnuin ications network and configured to exchange said 
control data messages between said remote communic ation network and said signaling 
communication system, and 

(E) a signaling system security monitor, separate from the central office switching 
systems and including a memory storing a state of t he communication system, said signaling 
system security monitor configured to determine if said control data messages are proper, 
wherein said signaling system security monitor is configured to monitor at least one of SCCP, 
ISUP, TCAP, and AIN messages. 

11 
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27. (Currently Amended) Tho oommunioationq network according to claim 9 A 
communication network, comprising: 

(A) local communication links. 

(B^ a plurality of separately located central office swi tching systems interconnected 
via trunk circuits for selectively providing switched call connections between at le ast two of the 
w a 1 comm unication links in response to predeter mined control data messages, 

(C\ a signaling communication system for two-way communications of q ajd control 
data messages between said central office switching systems, said signaling communication 
system interconnecting the central office swi tching systems: 

(V) a signaling gateway, separate from the central o ffice switching systems and 
connected to said signaling communications system, said sig naling gateway including an 
interface connected to a remote communications network and con figured to exchange said 
control data messages between said remote communication netw ork and said signaling 
communication system, and 

IE") a signaling system security monitor, separate from the cen tral office switching 
systems and including a memory storing a state of the comm unication system, said signaling 
system security monitor configured to determine if said co ntrol data messages are proper, 
wherein said signaling system security monitor is configured to monitor a plurality of message 
types selected from SCCP, ISUP, TCAP, and AIN type messages. 

28. (Cancelled) 

29. (Previously Presented) The communications network according to claim 30 wherein said 
signating system security monitor is configured to determine if said monitored calling and called 
party address parameters are consistent with an authorized signaling relationship* 



12 
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30. (Currently Amended) Tho communicationQ network according to olaim 9 A 
communication network. comprising: 

(A} local communication links, 

(B> a plurality of separately located central office switching systems interconnected 
via trunk circuits for selectively providing switched cal l connections between at least two of the 
local communication links in response to predetermined control data m essages, 

tC\ a signaling communication system for two-way communicat ions of said PQntrol 
data messages between said central offi c e switching systems, said signaling communication 
system interconnecting the central office switching s ystems: 

(U\ a signaling gateway, separate from the centra l office switching systems and 
connected to said signaling communications sys tem, said signaling gateway including an 
interface connected to a remote communications network and configu red to exchange said 
control data messages between said remote communicat ion network and said signaling 
communication system, and 

(E) a signal ing system security monitor, separate from the central office switching 
systems and including a memory storing a state of the communicati on system, said signaling 
system security monitor configured to determine if said control data messages are proper, 
wherein said signaling system security monitor is configured to monitor calling and called party 
address parameters contained in an SCCP message portion of said control data messages. 



31. (Currently Amended) Tho communioations network according to claim 9 A 
communication network, comprising; 

(A) local communication links, 

(B) a plurality of separately located central office switching systems interconnected 
via trunk circuits for selectively providing switched call connections between at least two of the 
local communication links in response to predeterm ined control data messages. 



13 
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rrA a. signaling communication system for two -way communications of said control 
data messages between said central office s witching systems, said signaling communication 
system interconnecting the central office switch ing systems: 

<T» a signal in g gateway, separate from the cent ral office switching systems and 
connected to said signaling communications system, said signaling gate way including an 
interface connected to a remote communications net work and configured to exchange said 
control data messa ges between said remote commun ication network and said signaling 
communication system, and 

(E^ a signaling system security monitor- separate from the central office switching 
systems and including a memory storing a state of the comm unication system, said signaling 
system security monitor configured to determine if sai d control data messages are proper, 
wherein said signaling system security monitor is configured to monitor origination and 
destination point codes contained in an MTP header of the control data messages and calling and 
called party address parameters contained in the SCCP message portion of said control data 
messages. 

32. (Currently Amended) Th e communicationfl network according to claim 9 A 
communication network, comprising: 

(A) local communication links, 

(B) a plurality of separately located central office switching system s interconnected 
via trunk circuits for selectively providing switched call connections betwee n at least two of the 
local communication links in response to predetermined control da ta messages. 

(O a signaling communication system for two-way communicat ions of said control 
data messages between said central office switching system s, said signaling communication 
system interconnecting the central office switching systems; 

CD) a signaling gateway, separate from the central office swit ching systems and 
connected to said signaling communications system, said si gnaling gateway including an 
interface connected to a remote communications network and configured to exchange said 

14 
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control data messages between said remote communication network and s aid signaling 
communication system, and 

(E) a signaling system security monitor, separate from the central office switching 
systems and including a memory storing a state of the communication system , said signaling 
system security monitor configured to determine if said control data messages are proper, 
wherein said signaling system security monitor is configured to monitor origination and 
destination point code parameters contained in an MTP header of said control data messages and 
determine if a particular origination point code is authorized to send a particular message to a 
particular destination point code. 

33. (Cancelled) 

34. (Currently Amended) Th e communications network according to claim 9 A 
communication network* comprising: 

(A^) local communication links, 

(B) a plurality of separately located central office switching syste ms interconnected 
via trunk circuits for selectively providing switched call connections between a t least two of the 
local communication links in response to predetermined control data messages, 

(C) a signaling communication system for two-way communications of said control 
data messages between said central office switching systems, said s ignaling communication 
system interconnecting the central office switching systems,; 

fly> a signaling gateway, separate from the central office switchi ng systems and 
connected to said signaling communications system, said sign aling gateway including an 
interface connected to a remote communications network and configu red to exchange said 
control data messages between said remote communication network and said signaling 
communication system, and 

(E) a signaling system security monitor, separate from the cen tral office switching 
systems and including a memory storing a state of the communication system, said signaling 

15 
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system security monitor configured to det e rmine if said control data messages are proper, 
wherein said signaling system security monitor includes a memory storing permissible states 
said communications network and rules for transitioning from each of said permissible states 
others of said permissible states. 



35. (Currently Amended) Tho communications notwork according to olaim 9 A 
communication network, comprising: 

(A) local communication links, 

(m a plurality of separately located central office swit ching systems interconnected 
via trunk circuits for selectively providing switched call conn ections between at least two of the 
local communication links in response to predetermined control data messages, 

(O a signaling communication system for two-wa v communications of said control 
data messages between said central office switching systems , said signaling communication 
system interconnecting the central office switching systems; 

(D) a signaling gateway, separate from the central office switching s ystems and 
connected to said sign alin g communications system, said signalin g gateway including an 
interface connected to a remote communications network and configured to exchange said 
control data messages between said remote communication network and said signaling 
communication system, and 

(B) a signaling s ystem security monitor, separate from the central office switching 
systems and including a memory storing a state of the communicati on system, said signaling 
system security monitor configured to determine if said co ntrol data messages are proper, 
wherein said signaling system security monitor includes a memory storing data relating call 
progress status with respective sets of control messages appropriate to initiate a next action 
consistent with a particular service. 



36. (Currently Amended) Tho oommunicationQ notwork according to olaim 9 A 
communication network* comprising: 

16 
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(A\ local communication Links, 

ffl^ a plurality of separately located central offic e switching systems interconnected 
via trunk circuits for selectively providin g switched c a ll connections between at least two of the 
local communication links in response to predeterm ined control data messages, 

(O a signaling communication system fo r two-wav communications of said control 
data messages between said central office switching systems, said signaling communication 
system interconnecting the central office swit ching systems; 

CD) a signaling patewav. separate from th e central office switching systems and 
connected to said signaling communications system , said signaling gateway including an 
interface connected to a remote communications network and configured to exchange said 
control data messages between said remote communicati on network and said signaling 
communication system, and 

(E) a signaling system security monitor, separate from the central office switching 
systems and including a memory storing a state of the co mmunication system, said signaling 
system security monitor configured to determine if said control d ata messages are proper, 
wherein said signaling system security monitor includes a memory storing data relating 
transaction status with respective sets of control messages appropriate to initiate a next action 
consistent with a particular service. 

37. (Previously Presented) A communications network comprising: 

(A) local communication links, 

(B) a plurality of separately located central office switching systems interconnected 
via trunk circuits for selectively providing switched call connections between at least two of the 
local communication links in response to predetermined control data messages, 

(C) a signaling communication system for two-way communications of said control 
data messages between said central office switching systems, said signaling communication 
system interconnecting the central office switching systems; 

17 
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(D) a signaling gateway, separate from the central office switching systems and 
connected to said signaling communications system, said signaling gateway including an 
interface connected to a remote communications network and configured to exchange said 
control data messages between said remote communication network and said signaling 
communication system, and 

(E) a signaling system security monitor, separate from the central office switching 
systems, said signaling system security monitor configured to determine if said control data 
messages are proper, wherein said signaling system security monitor includes a memory storing 
a plurality of message templates. 

38. (Previously Presented) The communications network according to claim 37 wherein said 
plurality of message templates are associated with a plurality of service providers. 

39. (Original) The communications network according to claim 38 wherein said signaling 
system security monitor associates each of said control data messages with a corresponding one 
of said service providers and selects one of said message templates in response to the 
corresponding one of said service providers. 

40. (Previously Presented) The communications network according to claim 37 wherein said 
plurality of message templates sets of templates, each of said sets corresponding to a set of 
control messages appropriate to a particular call progress flow or transaction. 

41 . (Previously Presented) The communications network according to claim 40 wherein said 
sets of templates define message formats, parameters and values associated with control message 
types selected from SCCP, ISUP, TCAP and AIN type messages. 
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42. (Original) The communications network according to claim 40 wherein said signaling 
system security monitor is configured to select said sets of templates in response to service 
provider authorization data associated with respective ones of said control data messages. 

43. (Currently Amended) The communications network according to c lnitn 0 A 
communication network, comprising! 

(A} local communication links, 

(&) a plurality of separately located central office switching systems interconnected 
via trunk circuits for selectively providing switched call conn ections between at least two of thq 
local communication links in response to predetermine d control data messages. 

(C) a signaling communication svstem for two-wav communication s of said control 
data messages between said central office switching systems, said signaling communication 
system interconnecting the central office switching systems: 

(D) a signaling gateway, separate from the central office switching systems and 
connected to said signaling communications system, said signaling gatew ay including an 
interface connected to a remote communications network and co nfigured to exchange said 
control data messages between said remote communication network and said signaling 
communication svstem. and 

(E) a signaling svstem security monitor, separate from the cen tral office switching 
systems and including a memory storing a state of the communication sv stem. said signaling 
system security monitor configured to determine if said control data messag es are proper, 
wherein said signaling system security monitor comprises a certification agent configured to 
exchange and maintain encryption key certificates* 

44. (Currently Amended) Th e communications n e twork aooording to claim 9 A 
communication network, comprising: 

(A) local communication links, 
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fgfc a plurality of separately located central of fice switching systems interconnected 
via trunk circuits for selectively providing switched cal l connections between at least two of the 
local communication links in response to predetermined control data messages, 

(C\ a signaling communi cation system for two-way communications of said control 
data messages between said central office switching systems, said signaling communication 
system interconnecting the central office switching systems; 

fiC» a signaling gateway, separate from the centra l office switching systems and 
connected to said signaling communications system, said sig naling gateway including an 
interface connected to a remote communications network and configured to exchange Sfrid 
control data messages between said remote communication network a nd said signaling 
communication system, and 

CE) a signaling system security monitor, separate from th e central office switching 
systems and including a memory storing a state of the communication syste m, said signaling 
system security monitor configured to determine if said control d ata messages are proper, 
wherein said signaling system security monitor is configured to issue and decrypt digital time 
stamps. 

45. (Currently Amended) Th e communications network according to claim 9 A 
communication network, comprising; 

(A*) local communication links, 

(B^ a plurality of separately located central office switching systems in terconnected 
via trunk circuits for selectively providing switched call connections between at least two of the 
Incfll communicatio n links in response to predetermined control data messages. 

(O a signaling communication system for two-way communicati ons of said control 
data messages between said central office switching systems, said s ignaling communication 
system interconnecting the central office switching systems; 

flD) a signaling gateway* separate from the central office s witching systems and 

connected to said signaling communications system, said signaling gateway including an 

interface connected to a remote communications network and configured to exchange said. 
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control data messages between said remote communic ation network and said signaling 
nomTnuTiic ation system, and 

(Kl a signaling system security monitor- separate fro m the central office switching 
systems and including a memory storing a state of the commu nication system, said signaling 
system security monitor configured to determine i f said control data messages are proper, 
wherein said signaling system security monitor comprises a digital certificate issuing authority. 

46. (Currently Amended) The communications network according to claim 9 A 
communication network, comprising: 

(A) local communication links^ 

(B^ a plurality of separately located central office switching systems interconnected 
via trunk circuits for selectively providing switched call connections b etween at least two of the 
local communication links in response to predetermined control data messages, 

(C) a signal in g communication system for two-way communications of said control 
data messages between said central office switching systems, said s ignaling communication 
system interconnecting the central office switching systems: 

CD) a signaling gateway* separate from the central office switching systems and 
connected to said signaling communications system, said signalin g gateway including an 
interface connected to a remote communications network and configured to exchange said 
control data messages between said remote communication network and said signaling 
communication system, and 

(E) a signaling system security monitor, separate from the central o ffice switching 
systems and including a memory storing a state of the communication system, said signaling 
system security monitor configured to determine if said control dat a messages are proper, 
wherein said signaling system security monitor includes data encryption and decryption 
facilities. 

47. (Cancelled) 
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48. (Currently Amended) The motfaod aooording to claim 47 Amethod of securely 
interfacing; control links of respective communication n etworks, comprising: 

exchanging control data messages between a remote com munication network and a 
local signaling communication system; 

interpreting said control data messages to determine whether it is appropriate with 
respect to a destination point code of said control data messa ges and, in response, determining if 
said control data messages are contextually proper: 

selectively communicating said control data messages between central office 
switching systems: and 

selectively providing switched call connections between at lea st two of the local 
communication links in response to predetermined con trol data messages, 

wherein said step of interpreting include steps of maintaining records of the contexts 
of existing calls and transactions, and evaluating whether monitored messages are appropriate to 
those contexts. 

49. (Currently Amended) Thn Tngtfhnd nocnrding to claim 47 A metho d of securely 
interfacing control links of respective communication networks, comprising: 

exchanging control data messages between a remote communica tion network and a 
local signaling communication system; 

interpreting said control data messages to determine whether it is ap propriate with 
respect to a destination point code of said control data messages an d, in response, determiningjf 
said control data messages are contextuallv proper: 

selectively communicating said control data messages betwee n central office 
switching systems: and 

selectively providing switched call connections between a t least two of the local 
communication links in response to predetermined co ntrol data messages, 
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wherein said step of selectively communicating control data messages includes 
selectively enabling and inhibiting said signaling gateway from exchanging said control data 
messages between said remote communication network and said signaling communication 
system. 

50. (Currently Amended) Tho method according to olaim 17 farther including a step of A 
method of securely interfacing control links of respective com munication networks, comprising; 

gxchangdng control data messages between a remote communica tion network and a 
local signaling communication system: 

interpreting said control data messages to determine whe ther it is appropriate with 
respect to a destination point code of said control data messages and , in response, determiningjf 
said control data messages are contextuallv proper; 

selective ly comm unicating said control data messages between central office 
switching systems: 

selectively providing switched call connections between at least two of the local 
communication links in response to predetermined control data m essages, and 

storing states of respective ones of said central office switching systems, wherein said 
interpreting step is additionally responsive to said states for determining if said control messages 
are contextually proper, 

51. (Currently Amended) Tho method nooording to claim 47 further comprising a otop of A 
method of securely interfacing control links of respective communica tion networks, comprising: 

exchanging control data messages between a remote com munication network and_a 
local signaling communication system: 

interpreting said control data messages to determine wh ether it is appropriate with 
respect to a destination point code of said control data messages and, in respon se, determining if 
said control data messages are contextuallv proper: 
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selectively communicating said control data messages between central office 
switching systems: 

selectively providing switched call connections be tween at least two of the local 
communication links in response to predetermined control data messages, and 

selectively modifying said control messages in response to a determination of an 
impropriety of said control messages. 

52. (Currently Amended) The method according to oleum 17 further compiling a step of A 
method of securely interfacing control links of respective communicat ion networks, comprising; 

exchanging control data messages between a remote communication network and a 
local signaling communication system: 

interpreting said control data messages to determine whether it is ap propriate with 
respect to a destination point code of said control data messages and , in response, determining if 
said control data messages are contextually proper: 

selectively communicating said control data messages between central office 
switching systems: 

selectively providing switched call connections between at least two of the local 
communication links in response to predetermined control data m essages, and 

converting a protocol of said control data messages between a protocol of said 
remote communication network and a protocol of said local signaling communication system. 

53. (Original) The method according to claim 52 wherein one of said protocols is an SS7 
compliant message protocol 

54. (Original) The method according to claim 52 wherein one of said protocols is an Internet 
Protocol (IP) foimat. 
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55. (Original) The method according to claim 52 wherein said signaling system security monitor 
is configured to monitor information contained in an MTP Layer 3 portion of said control data 
messages. 

56. (Original) The method according to claim 55 wherein said information contained in said 
MTP Layer 3 portion of said control data messages includes (i) a destination point code, (ii) an 
originating point code, and (iii) a service indicator. 

57. (Currently Amended) The method according to claim [47] 58 wherein said interpreting 
step includes monitoring of at least one of SCCP, ISUP, TCAP, and AIN messages. 

58. (Currently Amended) tt™ n^Hing tn plnim M A method of securely 
interfacing control links of respective communication netwo rks, comprising: 

exchanging control data messages between a remote comm unication network and a 
local signaling communication system: 

interpreting said control data messages to determine whether it is ap propriate with 
respect to a destination point code of said control data messages and in response, determiningjf 
said control data messages are contextuallv proper: 

selectively communicating said control data messages b etween central office 
switching systems: and 

selectively providing switched call connections between at lea st two of the local 
communication links in response to predetermined control data messages. 

wherein said interpreting step includes monitoring of a plurality of message types 
selected from SCCP, ISUP, TCAP, and AIN type messages. 

59. (Currently Amended) Thn method according to claim 47 A method of securely 
interfacing control links of respective communication networks, comprising: 
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exchan ging control data messages between a remote comm unication network and a 
local signaling communication system: 

interpreting said control data messages to determine whe ther it is appropriate with 
respect to a destination point code of said control data messa ges and, in response, determining if 
said control data messages are contextuallv proper; 

selectively communicating said control data messages between ce ntral office 
switching systems; and 

selectively providing switched call connections between at least two of the local 
communication links in response to predetermined contro l data messages, 

wherein said interpreting step includes monitoring of calling and called party address 
parameters contained in SCCP message portions of said control data messages* 

60. (Currently Amended) The m e thod according to claim 17 A metho d of securely 
interfacing control links of respective communication networks, comprising: 

exchanging control data messages between a remote communica tion network and a 
local signaling communication system: 

interpreting said control data messages to determine whether it is appropriate with 
respect to a destination point code of said control data messages and, in response, determining if 
said control data messages are contextuallv proper; 

selectively communicating said control data messages between central office 
switching systems; and 

selectively providing switched call connections between at least two of the local 
communication links in response to predetermined control data messages. 

wherein said interpreting step includes determining if said monitor calling and called 
party address parameters are consistent with an authorized signaling relationship. 
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61. (Currently Amended) =rh » m^hnH nonnrHmg to claim 47 A method of securely 
interfacing control links of respective communication networks, c omprising: 

exchanging control data messages between a remote c ommunication network and a 
local signaling communication system; 

interpreting said control data messages to determine whe ther it is appropriate with 
respect to a destination point code of said control data messages and, i n response, determining if 
said control data messages are contextuallv proper: 

selectively ^nrmrmni eatin g said control data messages between central officg 
switching systems: and 

selectively providing switched call connections between at least two of the local 
communication links in response to predetermined con trol data messages, 

wherein said interpreting step includes monitoring calling and called party address 
parameters contained in an SCCP message portion of said control data messages. 

62. (Currently Amended) Tha method jioonrrting to claim 4 7 A method of securely 
interfacing control links of resp e ctive communication networks, com prising: 

exchanging control data messages between a remote communica tion network and a 
local signaling communication system: 

interpreting said control data messages to determine whe ther it is appropriate with 
respect to a destination point code of said control data messages and in r esponse, determining if 
said control data messages are contextuallv proper: 

selectively communicating said control data messages between central office 
switching systems: and 

selectively providing switched call connections between at least two of the local 
communication links in response to predetermined control data messages, 

wherein said interpreting step includes monitoring origination and destination point 
codes contained in an MTP header of the control data messages and calling and called party 
address parameters contained in an SCCP message portion of said control data messages, 
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63. (Currently Amended) Tho method according to claim 17 A method of securely 
interfacing control links of respective communication ne tworks, comprising: 

exchanging control data messages between a remote c^ rnmiirncation network and a 
local signaling communication system: 

interpreting said control data messages to determine whe ther it is appropriate with 
respect to a destination point code of said control data messages and, in resp onse, determining if 
said control data messages are contextuallv proper: 

selectively communicating said control data messages between central office 
switching systems: and 

selectively providing switched call connections between at least two of the local 
communication links in response to predetermined contr ol data messages, 

wherein said interpreting step includes monitoring origination and destination point 
codes parameters contained in an MTP header of said control data messages and detemiining if a 
particular destination point code is authorized to send a particular message to a particular 
destination point code. 

64. (Currently Amended) Th e m e thod according to claim 47 further comprising a ot e p of A 
method of securely interfacing control links of respective communication networks , comprising: 

exchanging control data messages between a remote communication network and a 
local signaling communication system: 

interpreting said control data messages to determine whether it is appropriate with 
respect to a destination point code of said control data messages and in resp onse, determining if 
said control data messages are context" *My proper; 

selectively communicating said control data messages between central office 
switching systems: 

selectively providing switched call connections between at least two of the local 
communication links in response to predetermined control data messages, and 
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storing a state of said communications network. 



65. (Currently Amended) T h e m e thod according to claim 17 further comprising a atop of A 
method of securely interfacing control links of respective communication networks, comprising: 

exchanging control data messages between a remote commu nication network and a 
local signaling communication system: 

interpreting said control data messages to determi ne whether it is appropriate with 
respect to a destination point code of said control data messages and, in respons e, determining if 
said control data messages are contextuallv proper; 

selectively communicating said control data messages between centra l office 
switching systems: 

selectively providing switched call connections between at least two of the local 
communication links in response to predetermined control data mes sages, and 

storing (i) permissible states of said communications network and (ii) rules for 
transitioning from each of said permissible states to others of said permissible states. 



66. (Currently Amended) Tho method according to claim A7 further comprising a stop of A 
method of securely interfacing control links of respective communication networ ks, comprising: 

exchanging control data messages between a remote communication network and a 
local signaling communication system: 

interpreting said control data messages to determine whether it is ap propriate with 
respect to a destination point code of said control data messages and, in re sponse, detemuningjf 
said control data messages are contextually proper; 

selectively communicating said control data messages between central office 
switching systems: 

selectively providing switched call connections between at least two of the local 
communication links in response to predetermined con trol data messages, and 
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storing data relating call progress status with respective sets of control messages 
appropriate to initiate a next action consistent with a particular service. 

67. (Currently Amended) Tho method according to claim 47 further comprioing a step of A 
method of securely interfacing control links of respective comm unication networks, comprising: 

exchanging control data messages between a remote com munication network and a 
local signaling communication system: 

interpreting said control data messages to determine whether it is appropriate with 
respect to a destination point code of said control data messages and, in respons e, determining if 
said control data messages are contextuallv proper 

selectively communicating said control data messages betwee n central office 
switching systems; 

selectively providing switched call connections between at least two of the local 
communication links in response to predetermined control data mess ages, and 

storing data relating transaction status with respective sets of control messages 
appropriate to initiate a next action consistent with a particular service, 

68 + (Currently Amended) Th e m e thod according to claim 17 further compri s ing a s t e p of A, 
method of securely interfacing control links of respective communicatio n networks, comprising: 

exchanging control data messages between a remote communication network and a 
local signaling communication system: 

interpreting said control data messages to determine whether it is ap propriate with 
respect to a destination point code of said control data messages and in resp onse, determiningif 
said control data messages are contextuallv proper: 

selectively communicating said control data messages between central office 
switching systems: 
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selectively providing switched call connections between at l east two of the local 
communication links in response to predetermined con trol data messages, and 

storing a plurality of message templates. 

69. (Original) The method according to claim 68 wherein said plurality of message templates are 
associated with a plurality of service providers. 

70. (Original) The method according to claim 69 further comprising steps of: 

associating each of said control data messages with a corresponding one of said 
service providers; and 

selecting one of said message templates in response to the corresponding one of said 
service providers. 

71. (Currently Amended) Tho mothod according to claim 47 further comprising a stop of A 
method of securely interfacing control links of respective communication networks, comprising: 

exchanging control data messages between a remote communica tion network and a 
local signaling communication system; 

interpreting said control data messages to determine wheth er it is appropriate with 
respect to a destination point code of said control data messages and, in r esponse, determining if 
said control data messages are contextuallv proper: 

selectively communicating said control data messages betw een central office 
switching systems; 

selectively providing switched call connections between at least two of the local 
communication links in response to predetermined control data messa ges, and 

storing sets of templates, each of said sets corresponding to control messages 
appropriate to particular call progress flow. 
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72. (Original) The method according to claim 71 wherein said templates define message 
formats, parameters and values associated with control message types selected from SCCP, 
ISUP, TCAP and AIN type messages. 

73. (Original) The method according to claim 71 farther comprising a step of selecting said sets 
of templates in response to service provider authorization data associated with respective ones of 
said control data messages. 

74. (Currently Amended) Th e m e thod according to claim 47 further comprising otopo of A 
method of securely interfacing control links of respective commu nication networks, comprising: 

exchanging control data messages between a remote communi cation network and a 
local signaling communication system; 

interpreting said control data messages to determine whe ther it is appropriate with 
respect to a destination point code of said control data messages and, in r esponse, determining if 
said control data messages are contextually proper; 

selectively communicating said control data messages between c entral office 
switching systems: 

selectively providing switched call connections between at least two of the local 
communi cation links in response to predetermined control data messages* and 

exchanging and maintaining encryption key certificates. 

75. (Currently Amended) ¥ h e m e thod according to oloim 47 further oomprioing steps of A 
method of securely interfacing control links of respective communication ne tworks, comprising: 

exchanging control data messages between a remote communication network and a 
local signaling communication system; 
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interpreting said control data messages to determine whether j t is appropriate with 
respect to a destination point code of said control data messages and - in response determining if 
said control data messages are contextuallv proper; 

selectively communicating said control data messages between central office 
switching systems,; 

selectively providing switched call connections between at least t wo of the local 
communication links in response to predetermined control data mes sages, and 

issuing and decrypting digital time stamps. 

76. (Currently Amended) The method according to claim 17 further comprising a atop of A 
method of securely interfacing control links of respective communic ation networks, comprising; 

exchanging control data messages between a remote commun ication network and a 
local signaling communication system; 

interpreting said control data messages to determine whether it is appropriate with 
respect to a destination point code of said control data messages and, in response, deter mining if 
said control data messages are contextuallv proper: 

selectively communicating said control data messages between central office 
switching systems: 

selectively providing switched call connections between at least two of the local 
communication links in response to predetermined control data messages, and 

issuing a digital certificate. 
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